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https://github.com/cryscham123/token_payments/blob/master/docs/API_SPEC.md

Filter database objects

Select column v Select filter v Filter value x < 1of1
£ public -
© TS user_id wallet_address role active last_login_at created_at updated_at
2fb7b956-c624-4970-9362-043df5(7d75f 0x32b31c74fe628€9164996f727f0d 11a3c49ec27f ADMIN true 2026-05-22T19:31:33.570312+09:00 2026-05-22T19:31:33.570312+09:00

auth_group_invitations
auth_group_memberships
auth_groups
auth_login_challenges
auth_permissions
auth_role_permissions
auth_roles

auth_sessions

auth_user_profiles
auth_user_wallets

auth_users

{{baseUrl}} fauth/challenges
Par. Auth g € S Body

form-data x-www-form-urlencoded @ raw binary GraphQL JSON

uri -

Body Co ? S 201 Created 201 ms

{} Json

uvinan:
expirationTime
expiresAt
issuedAt

nonce

signingMessage

uri
version

walletAddress

Figure 1: admin2 2 212l chellange

+ login2 Al =5HH siwe 201l 3= message?t W= ELICL.
. 31l signingMessageS 2 AIHAl E2t2X 0| H meta maskZ sign2 sl 22 &LICt,



(async () =>{
if ('window.ethereum) {
console.error("HEtOtA I 7F MX| 2|0 UX| LELICE");
return;

}

// 1. HIEfOFA S X|2F HE Sl FA 7HH 7|
const accounts = await window.ethereum.request({ method: 'eth_requestAccounts'});
const fromAddress = accounts[1];

/] 2. SIWE H|A|X| 4 (Address 22 & X|Z A= HE)
const message = * token-payments.local wants you to sign in with your Ethereum account:
S{fromAddress}

URI: https://token-payments.local

Version: 1

Chain ID: 1337

Nonce: e34074c812c241a0b731ac0eb20f8124

Issued At: 2026-05-22T10:40:39.266679+00:00
Expiration Time: 2026-05-22T10:45:39.266679+00:00 ";

try {
// 3. HE}OtA S personal_sign @&
const signature = await window.ethereum.request({
method: 'personal_sign’,
params: [message, fromAddress],

b;

console.log("===H|AE &A1} ===");

console.log("AFE El HA|X|:\n", message);

console.log(" M=l MY 2t (Signature):\n", signature);
} catch (error) {

console.error("AME A" error);

H0);



32 MetaMask
0.
Imported accounts

NE 23

ZHS| Hofl 28 HF ArdE dESH K.

HE23: L Localhost 8545
AKX @ /A HTTP localhost:8000

2oz 2191: © 0 Xt
Imported accounts

| A K]

token-payments.local wants you to sign in
with your Ethereum account:
0x32b31c/4fe628e9164996f727f0d11a3c
49ec27f

URI: https://token-L V' ents.local

Varcian- 1

Fker, Betrying. .. Error. Attem

Figure 2: metamask &




M= MY gh (Signature): Yh42: 31

0x5e86dobd052088df abbdcchef 2hddhdd1 2621529631 cf &7 d348c389f 0f c329acT 7387 c3d29cabbts1 3d0788d6e f dbedbfdObd T3y
efella923552f 26142b0z0c1c

Figure 3: MY Z 3t

TE 7K 2 CHA MEOf 201 2 S HUH 27210 83
2. Login with MetaMask signature

~ {{baseUrl}} /auth/sessions

Params Authorization Headers Scr\'pts Settings

form-data x-www-form-urlencoded @ raw binary GraphQL JSON ~ ®= Schema Beautify

"walletAddress": "7f{walletAddressi}",
"message": "{{signingMessagef}",
"signature": "{{metamaskSignaturef{",
"deviceld": "{{deviceldif?

£

Body Cookies Headers Test Results 2/2 7O 200 OK 522 ms - 4.21 KB @I €.9. Save Response
{}JSON v [>Preview [& Visualize ~ S = Q0O

“headerName": "X-CSRF-Token
b
"csrfToken": "local-dev-csrf-2026.fsGSs1-111QW3Kdhb5FLgfal.SbIB2624cl OvhOUwruQvdedlsaSZBeInh6d0ITnkFEs",
"session": {
"deviceld": "postman-browser-1"
"expiresAt": "2026-06-21T10:43:28.130964+00:00",
"revokedAt": null,
"userld": "eld37d11-8273-4cé8-bcl6-56a23b5e9%7ch",
"walletAddress": "0x32b31c74fe628e91649961727f0d11a3c49ec27L"
i
"signatureVerification": {
"ercl1271MagicValue": "Ox1626ba7e",
"erc6492": "future_ >
"messageFormat"”: "SIWE_V1",
"requiresDeployedCode": true,
"signatureVerificationMethod": "SIWE_PERSONAL_SIGN_EOA_OR_ERC1271",

o O|X| Zt2[xte| At 2 7HA|E M E S LT

o HX 7HA| MM @M S HiH ALZHO| SRl 22| AH| AN 7tRI0| QHEl S A2t 7H- S
« HX STt X2 wallet addressZ A S MM FLICT




Admin create or reuse store user

{{baseUrl}} /admin/store-users

Body ! Setti

none form-data x-www-form-urlencoded (® raw binary GraphQL JSON

1
"walletAddress": "

oreOwnerWallet?}

201 Created

"operation”:
"platformRole":
"status": "cr
"userCreated’
"userId": "
"userReus
"walletAddres

£ token_payments Structure  Indexes  Constraints ~ Query  History  Activity  Connection

Filter se objects
Select column v Select filter v Filter value x < 1of1
£ public -
user_id wallet_address role active last_login_at created_at updated_at
v Tables - - - - - -
- €1d37d11-8273-4¢68-bc 1! 0x32b3 164996f727f0d1 ADMIN true 2026-05-22T19:43:28.130964+09:00 2026-05-22T19:40:14.332678+09:00 2026-05-22T19:43:28.130402+09:00
auth_group_invitations
cba867ce-7f30-46d8-a10b-cbb? fd 1174338e14414e CUSTOMER true 2026-05-22T19:45:50.56013+09:00 2026-05-22T19:45:50.56013+09:00

auth_group_memberships
auth_groups
auth_login_challenges
auth_permissions

&2 auth_role_permissions
auth_roles

auth_sessions

auth_user_profiles
auth_user_wallets

auth_users

AFEO[ O[HI= 27171 MG |0 A= AE 2old 4= ASLC

« O|O{AM 7HAIE MM EZELICE
« £t 2 store walletZ} store owner wallet2 CI2 X|ZHO 2 ME™E 4~ QI&L|LCT
o O|H A|HOME SLSIA ™S ESLIC



{{baseUrl}} fadmin/stores
Para Authori He 3 Body

form-data

ownerUserId": "{{s
"storelWalletAddress":

"supportedChainIds":

"active": true

bDusines 1S5LIdC1i0hLabel .

"description": null,

“displayNanm

"groupId": "

"ownerUserId":

"publicStoreId"

"status":

"storeld"

"storeWallet

“supportEmail”: null,

"supportEmailPublic": fa

"supportedChainIds": [
1337

eated": true

7tAH 4 40| A= E|A}SLICE.

x-www-form-urlencoded @ raw binary

Admin create store

GraphQL JSON

201 Created

Figure 5: 7tA| ‘4

DR A|HSHHA 2Z2Hst D display nameZ 2 7H| HEE 2=
SHX|2Hadmin HetO 2 I WHE +H6t= A E 7tsLICt.

HX 7HA| listE Z2|sH 2 SLICE.

OF T K.

ma

Beautify




List public stores

{{baseUrl}} /stores?limit=20&offset=0

Params Author

Query Params

Key Description Bulk Edit

v limit

v offset

"description”: null,
"descriptionHtml": nu
"displayName": "Un
"displayNameHtml" :
"paymentCapability": {
"assets": [],
"settlement": {
"available": true
by
"supportedChainIds": [
1337

},

“publicStoreld”

Figure 6: 7t =3

« 22|17} BHE JHA|I7F 23| = 0 JELICE
- O|S0|Z 42 o2l MicH= 0| Q=[] USLICE.
« 047|M LI2 public store id2 7HH| T2 XS AG|0|E = A &LICt.



Update store profile

{{baseUrl}} /merchant/stores/ {{publicStoreld}} /profile

Pars Body S5 etti
form-data x-www-form-urlencoded @ raw binary GraphQL JSON “hema Beautify

"displayName": "2I
e

"description": "¢
"supportEmailPubli

0| OMHE|YL|ct. ",

Body okies ults 1/1

{}JsoON ~
1 4
"operation":
"status": "u
"st

"descriptionHtml":
"displayName": "@I
"displayNameHtml": "2I40|L| =HX]
“groupId": "59

"publicStoreld

"status":

"supportEmail": null,
"supportEmailPublic":

Figure 7: 7tH| Z=2 & HG[0|E

« U7 Z2HS YO0 E YELICE



List public stores

{{baseUrl}} /stores?limit=20&offset=0

Params Auth

Query Params

Key Description Bulk Edit
v limit

v offset

esults 1/1 200 OK 21 ms

"pagination”:
“limit":
"nextOfifse
"offset":
i

"stores”

[4
"description”:
"descriptionHt
"displayName" :
"displayNameHtml" :
"paymentCapability": %

assets": [],

o CHAl Z3|MS M= HO|O|EE 7HA| Z2HO0| Z=3|&|= A
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s» MetaMask
e Account 3
Wallet 1
M 23

ZHS| Hof| 278 HF ArdE dESH K.

HE 2 3: L Localhost 8545

AKX @ /A HTTP localhost:8000

| A K]

token-payments.local wants you to sign in
with your Ethereum account:
Oxe27/6263678ded4bfd982d06ec63117433
8eld4414e

URI: https://token-payments.local
Version: 1

Chain ID: 1337 N\

Nonce:

o O|H| 7HA| =2lo| A




List merchant stores

{{baseUrl}} /merchant/stores

Params Aut

Query Params

Key Description Bulk Edit

L

"descriptio
"descriptionHtml":

"displayName": "Zl40[4| &{x

"displayNameHtml" :
"publicStoreId":
"status":




Store owner register product

{{baseUrl}} fmerchant/stores/ {{publicStoreld}} /products
Par Authorization Body

form-data x-www-form-urlencoded (® raw binary GraphQL JSON ~ ma Beautify

"title": "y
"description":

"category": "ZAIMZH",
"tags": ["kimchi",
"media": ['

"attributes": {"ZH#?|": fa
"status": TIV
"visibility": "PUBL
"price": {

amount":
"symbol": "ETH",
"chainId":
"decimals"”:

i

"initialTotalStock":

Tartiua": +run

Body ies z t Results 201 Created 56 ms

{}JsoN ~
1 4

"active"
"available":
"initialTo
“name" :
"operation”:

"pri

“chainId":
"decimals": 18,
"symbol": "ETH",
"tokenAddress": null
Iy
"product": {
"active": true,

« S5k FIRHFASLICE SATO2Y| ECh= B9 LI EZ BFAH & A 2L
o« oX &F O[0X|E HEE ot= 7|s2 ELIt.
o O|H| it AH[XHAFHCE ZOQIGHM i &ES FEMEZS ol SLIC



m Account 4
Wallet 1
N 2

ZEHS| Foll 7 MIF AteE 4ESHAIR.

HES 3: L Localhost 8545

QEX @ /A HTTP localhost:8000

L PPN

token-payments.local wants you to sign
in with your Ethereum account:
Oxdd7f01c6b548cbaf406579ebd17f00
972e65663b

URI: https://token-payments.local
Version: 1

Chain ID: 1337

Nonce:
7513751d02a4442a8311754bcf991838
Issued At: 2026-05-
22T11:31:09.202704+00:00

Expiration Time: 2026-05-
22T11:36:09.202704+00:00

Figure 9: 2H|X} 219l



List public store products

{{baseUrl}} [stores/ {{publicStoreld}} /products?limit=20&offset=08&g=Local

Params Auth

Query Params

Key Description Bulk Edit

v limit
v offset

v g

20 ms

"nextOffset": null,
"offset": O

"description”:

"descriptionHtml":

"displayName": "Bl

"displayNameHtml": "2I40|d| &

"paymentCapability": §
"assets": [],

"settlement”: {
"available": t




Create order
{{baseUrl}} forders

Params Authorizatio Headers Body Scripts  Set

form-data x-www-form-urlencoded (® raw binary GraphQL JSON -~

"productId": "{{productId?f",
"quantity": 1

Body Cookies eaders Test Results 1/1 <9 404 Not Found
{}JSON ~
d

s not found"
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